Monitoring node

On this page:

® [nstall and configure InfluxDB
® |nstall and configure Grafana
® [nstall and configure Jmxtrans

Install the following components which constitute the monitoring node:
® InfluxDB - time-series database for collecting the metric data

® Grafana - dashboard visualization layer
® Jmxtrans - Collector to retrieve JMX metrics from remote hosts

Install and configure InfluxDB

1. Install InfluxDB on the monitoring node:
a. Create /etc/lyum.repos.d/influxdb.repo with the following:

[i nfl uxdb]

nane = I nfluxDB Repository - RHEL $rel easever

baseurl = https://repos.influxdata.conrhel/$rel easever/ $basearch/ stabl e
enabled = 1

gpgcheck =1

gpgkey = https://repos.influxdata.coninfluxdb. key

b. Install with the command:

sudo yuminstall influxdb

2. Configuration file is located in /etc/influxdb/influxdb.conf
a. Locate the section entitled "[[graphite]]"

i. Setenabled = true
ii. Inthe templates section, create the following:

tenplates = [
"*_org.apache.* host.neasurenent*" |,
"* *_ org.apache.* host. host.neasurenment*" ,
"* *_*_ org.apache.* host.host. host. neasurenent*"
"* jvm* host.nmeasurenment*",
"* * jvm* host.host. nmeasurenent*",
"* % * jvm* host.host.host. neasurenment*",

]

b. Open ports 2003 and 8086 on the Linux firewall
i. Create a file named /etc/firewalld/services/influxdb.xml with the following contents:

<?xm version="1.0" encodi ng="utf-8"7?>
<service version="1.0">

<short >i nf | uxdb</ short >

<descri ption>l nfl uxDB</ descri pti on>
<port port="8086" protocol ="tcp"/>
<port port="2003" protocol ="tcp"/>

</ service>

ii. Activate the firewall rule via the command:

sudo firewal |l -cnd --pernanent --zone=$FWZONE - - add- servi ce=i nfl uxdb

where $FWZONE is the firewall zone this rule applies to.



You can check this active firewall rule by issuing the command:

sudo firewall-cnd --list-all

c. Enable the InfluxDB service for startup via the command:

sudo systenctl enabl e influxdb.service

d. Start the InfluxDB via the command:

sudo systenct!| start influxdb

e. Create the collection databases with a 35-day retention policy:

sudo influx -execute "CREATE DATABASE graphite with duration 35d"
sudo influx -execute "CREATE DATABASE tel egraf with duration 35d"
sudo i nflux -execute "CREATE DATABASE twcl oud with duration 35d"
sudo influx -execute "CREATE DATABASE webapp with duration 35d"

Install and configure Grafana
To install Grafana on the monitoring node:

1. Install with the command:

sudo yuminstall -y https://s3-us-west-2. amazonaws. coni gr af ana-rel eases/rel ease/ grafana-5.2. 1- 1. x86_64.
rpm

2. Open ports 3000 on the Linux firewall
a. Create a file named /etc/firewalld/services/grafana.xml with the following contents:

<?xm version="1.0" encodi ng="utf-8"7?>
<service version="1.0">

<short >gr af ana</ short >
<descri pti on>Gr af ana</ descri pti on>
<port port="3000" protocol ="tcp"/>

</ service>

b. Activate the firewall rule via the command:

sudo firewal |l -cmd --permanent --zone=$FWZONE - - add- servi ce=gr af ana

where $FWZONE is the firewall zone this rule applies to.

You can check the active firewall rule by issuing this command

sudo firewall-cnd --1ist-all

3. Reload the firewall rules via the command:

sudo firewall-cnd --rel oad



4. Enable the service on startup via the command:

sudo systenctl enabl e grafana-server

5. Start the Grafana service via the command:

sudo systenctl start grafana-server

Install and configure Jmxtrans
To install Imxtrans on the monitoring node:

1. Install with the command:

sudo yum -y install http://central.maven. org/ maven2/ org/jnmxtrans/jnxtrans/270/jnxtrans-270.rpm

2. Delete the Jmxtrans System V service autostart:

chkconfig --del jnxtrans
and renpve the System V startup script
rm-f /etc/init.d/jnmxtrans

3. Create a configuration file in /var/lib/jmxtrans for each TWCloud node. We recommend naming them twcloud-hostname.json where hostname is
the hostname of the TWCloud node.

"servers":[
{
"port":"2468",
"host": "1 P_ADDRESS",
"queries":[
{
"obj":"java.l ang: type=Menory",
"attr": [
" HeapMenor yUsage",
" NonHeapMenor yUsage"
1

esultAlias":"jvmvenory",
"outputWiters":[
{
"@l ass":"com googl ecode. j nxtrans. nodel . out put. I nfl uxDbW i t er Fact ory",
"url":"http://127.0.0.1:8086/",
"usernane":"adm n",
"password": "adm n",
"dat abase": "twcl oud",
"tags":{
"host": " HOST_NAME"
}

"obj":"java.l ang: t ype=Gar bageCol | ector, *",
"attr":[
"Col | ecti onCount",
"Col | ectionTi nme"
1.
"resultAlias":"jvnC",
"outputWiters":[
{
"@l ass": "com googl ecode. j nxtrans. nodel . out put. | nf|l uxDbW i terFactory",
"url":"http://127.0.0.1:8086/",
"usernanme":"adm n",
"password": "adm n",
"dat abase": "twcl oud",



"tags":{
"host " : " HOST_NAME"

}
}
|
}
{
"obj":"TWC oud: type=Metrics,itenml=Cient,*",
"attr":[
"Count",
"Val ue",
"50t hPercentil e",
"99t hPercentile"
1,
"resultAlias":"twc",
"outputWiters":[
{
"@l ass":"com googl ecode. j nxtr ans. nodel . out put
“url":"http://127.0.0.1:8086/",
"usernane":"adm n",
"password": "adm n",
"dat abase": "twcl oud",
"tags":{
"host": " HOST_NAME"
}
}
1
H
{
"obj":"TWC oud: t ype=Metri cs, it enll=Per si st ence, *",
"attr": [
"Count ™",
"Val ue",
"50t hPercentil e",
"99t hPercentile"
1,
"resultAlias":"twc",
"outputWiters":[
{
"@l ass":"com googl ecode. j nxtr ans. nodel . out put
"url":"http://127.0.0.1:8086/",
"usernanme":"adm n",
"password": "adm n",
"dat abase": "twcl oud",
"tags": {
"host": " HOST_NAME"
}
}
1
H
{
"obj":"TWJ oud: type=Metrics, i tenl=Thr eadPool s, *",
"attr": [
"Count ",
"Val ue",

"50t hPercentil e",

"99t hPercentile"
1.
"resultAlias":"twc",
"outputWiters":[

{
"@l ass":"com googl ecode. j nxtr ans. nodel . out put
"url":"http://127.0.0.1:8086/",
"usernanme":"adm n",
"password": "admi n",
"dat abase": "twcl oud",
"tags":{
"host " : " HOST_NAME"
}
}

.InfluxDbWiterFactory",

.InfluxDbWiterFactory",

.InfluxDbWiterFactory",



R‘aplace IP_ADDRESS with the IP Address of the TWCloud node. If on the local machine you may use 127.0.0.1. Replace HOST_NAME with the

hostname of the TWCloud (as per the command "hostname").
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