Configuring TWCloud Admin

Teamwork Cloud features the new Webapp Platform-based TWCloud Admin Console. As such, it is a standalone application that communicates with
Teamwork Cloud using the REST API.

Configuration of its communication with Teamwork Cloud is located in <install_root>/WebAppPlatform/shared/conf/webappplatform.properties.

In this section, we will review the various settings which you may have to adjust in order to establish communications between the admin console and
Teamwork Cloud. Changes to these settings are only necessary if one is not using a default installation.

#

# Aut hentication server properties

#

# Authentication server address

# http/ https depending on setup of Authentication server.

aut henti cation. server.uri=https://|P_ADDRESS: 8555/ aut henti cati on

If!you ére accessing viaa hostname or FQDN, especially if you are using a signed certificate, use the applicable FQDN or hostname instead of the IP

address.

jf ﬁ%%? Igo&[i%lﬂfgds%urtt}%‘?rvsrr E?plésrq ﬁgg’P or to run on a different port, make sure that the URI reflects the correct values.
#

twe. admi n. user nanme=Admi ni strat or

twe. admi n. passwor d=Admi ni strat or

# Teamwork C oud server address

# http/https depending on setup of Authentication server.

twe. url =https://1P_ADDRESS: 8111

TWCloud access . . . . - . -
Please make Sure-these credentials for twe.admin.username and twc.admin.password match those of a user with administrative privileges.
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@u change any of the configuration parameters, you will need to restart the WebApp service.

If you have configured TWCloud to use HTTP or to run on a different port, make sure that the URI reflects the correct values.
Setting server protocol

By default, and in order to enforce a higher level of security, the admin console is accessed via HTTPS. In order to change the mode of operation to HTTP
(not recommended), various configuration changes must be made.

The default port for the admin console is 8443. In this example, we will make the changes necessary to run over HTTP on the default port of 8443.
The WebApp server configuration is located in <install_root>/WebAppPlatform/conf/server.xml.

The following section:
<Connect or execut or ="t ontat Thr eadPool "
port="8080" protocol ="HTTP/ 1. 1"

connecti onTi meout =" 20000"
redirect Port="8443" />

needs to be edited to:

<Connect or execut or ="t ontat Thr eadPool "
port="8443" protocol ="HTTP/ 1. 1"
connecti onTi meout ="20000" />

The changes which we implemented consist of changing the port from 8080 to 8443, and removing a redirect that would route to the handler on port 8443.



Since we have configured this connector to listen on port 8443, we now need to remove the existing connector handler on port 8443.

The following section:

<Connect or port="8443" protocol ="org. apache. coyote. httpll. Ht pl11N oProtocol "
ssl I npl ement at i onName="or g. apache. tontat . util.net.jsse. JSSEl npl enent ati on"
maxThr eads="150" SSLEnabl ed="true">
<SSLHost Confi g>
<Certificate certificateKeystoreFile="../configuration/keystore.pl2"
certificateKeystorePassword="nonagi c"
type="RSA" />
</ SSLHost Confi g>
</ Connect or >

needs to be commented out as follows:

<l--
<Connect or port="8443" protocol ="org. apache. coyote. httpll. Htpl1N oProtocol"
ssl | npl enent ati onNane="or g. apache. tontat. util.net.j sse. JSSEl npl enent ati on"
maxThr eads="150" SSLEnabl ed="true">
<SSLHost Confi g>
<Certificate certificateKeystoreFile="../configuration/keystore.pl2"
certificateKeystorePassword="nonagi c"
type="RSA" />
</ SSLHost Confi g>
</ Connect or >
-->

By default, for security reasons, we have established a security policy requiring access to be encrypted. To disable this, we need to edit <install_root>
/WebAppPlatform/conf/web.xml. This section is located at the very bottom of the file.

The following section:

<security-constraint>
<web-resour ce-col | ecti on>
<web- r esour ce- nane>webapp</ web-r esour ce- nane>
<url-pattern>/*</url-pattern>
</ web-resour ce-col | ecti on>
<user - dat a- const r ai nt >
<transport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user-dat a- constrai nt >
</ security-constraint>

needs to be edited as follows:

<security-constraint>
<web-resour ce-col | ecti on>
<web- r esour ce- nane>webapp</ web-r esour ce- nane>
<url-pattern>/*</url-pattern>
</ web-resource-col | ecti on>
<user - dat a- const r ai nt >
<transport - guar ant ee>NONE</ t r anspor t - guar ant ee>
</ user -dat a- constrai nt >
</ security-constraint>

In the next example, we will configure the Admin Console to run HTTPS on a different port (8444).

The following code section:



<Connect or port="8443" protocol ="org. apache. coyote. httpll. Ht p11N oProtocol "
ssl | npl enent at i onNanme="or g. apache. tontat.util.net.jsse. JSSEl npl enentati on"
maxThr eads="150" SSLEnabl ed="true">
<SSLHost Confi g>
<Certificate certificateKeystoreFile="../configuration/keystore.pl2"
certificateKeystorePassword="nonagi c"
type="RSA" />
</ SSLHost Confi g>
</ Connect or >

needs to be edited as follows:

<Connect or port="8444" protocol ="org. apache. coyote. httpll. Htpl1lN oProtocol"
ssl | npl enent ati onNane="or g. apache. tontat. util.net.jsse. JSSEl npl enent ati on"
maxThr eads="150" SSLEnabl ed="true">
<SSLHost Confi g>
<Certificate certificateKeystoreFile="../configuration/keystore.pl2"
certificateKeystorePassword="nonagi c"
type="RSA" />
</ SSLHost Confi g>
</ Connect or >

As can be seen, the only change is the definition of the port number, which changed from 8443 to 8444.

If!you change either the protocol or the port from the default, you need to edit authentication.redirect.uri.whitelist, located in <install_root>/AuthServer
/config/authserver.properties accordingly.

Related pages:

® Accessing TWCloud Admin
® Disabling authentication with user name and password


https://docs.nomagic.com/display/TWCloud2021x/Accessing+TWCloud+Admin
https://docs.nomagic.com/display/TWCloud2021x/Disabling+authentication+with+username+and+password
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