Token authentication

To set up a server for token authentication with REST API

. Set up authentication to work with your SAML/SSO, if needed.
. Open <install_root>/AuthServer/config/authserver.properties.
3. Find key authentication.client.ids and add ,twc-rest-api at the end of the value. Save and close the file.
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1 The comma before twc-rest-api is a separator.

. Open <install_root>/TeamworkCloud/configuration/application.conf.
. Find the esi.auth block and set the server value to your authentication server IP. Save and close the file.
. Restart the Authentication server and Teamwork Cloud server.
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To use token authentication with REST API

1. Open REST API at the following URL: https://<ip>:8111/osmc/authen/login on a browser to redirect to the Authentication server login page.
2. Enter your credentials. The browser shows you a token, usually starting with eyJ....

Login token is

e yThbGci01iJSUZI1N1J9. eyJzdWIioiJvdW0iLCIhdWQioi J0d2Mt cmVzdClhcGkiLCIpc3Mioi JodHRwEzZpcLlwvMT kyLjE20CA yMj guMTMz0j|
g 1NTVCL2F1dGh1 bnRpY2F0aW9uT iwiZXhwlj oxXNjA4MTEOMTGXLCIPYXQ1i 0] EZMDgXMTMyODFY . HOFeEHWS SDMRWHXXR TO-]
120D YiEH6%Cx1YagZtMHRhOEJE eGgZSE-]
B87Lw3T3iu! THtCa8AqgOYtmS55Y306WbCMs41_XfqUéG_4bpuSzGu2bVPF3L31M72d0cTuzQfHbMCri8GlEnhGINLgGCXt a3tv00m 441i6-9
721 vMAVT kDNwJyvpeeAYcL3au7xd8E1 x0pz3JfbpFx-1ggD-|
[Fwl70JwQ9x0XVIHrRIixgV DAwIVueRrNVt80yC2ZhLPghEOlgNrg9IgLIpmcGGApIFvDeGeb36eVelJKB52Xaarly7SDvDU]l fwPXEM2gAsadsQ
[xNuXSW9gcy0v5Lg
All attributes: {org.restlet.startTime=1608113281959, Metric-Start-Time-In-Millseconds=1608113281959,
org.restlet.https.keySize=0, Metric-Start-Time-In-Millseconds-com.ncmagic.esi.rest.osmc.a.h.b.b=1608113281959
esi.dm.guery.cors_request=false, e.session=Session(User=cum, ID=0ael13c80-65f0-4céb-818a-2663891d346=),
com.ncmagic.esi.rest.osmc.a.j.login token=eyJThbGciQiJSUzIINiJS.eyTzdWIi0iJvdWOiLCThdWQi0iJ0d2MtemVzdC1heGkiLETp
£3M101JodHRwezpeL lwyMTkyLjE20C4 yM]guMTMz0] g 1NTVeL2F1dGh1bnRpY2F0aW9uT iwi ZXhwI joxNjA4MTE OMTgx LCIpYXQ10] E2MDg xMTM
YODFS . HSFeEHwS 5DmRwHx xR TQ-1PeCDgYiEH6xCx1YagZtMHRNOEJB_eGgZ5B—

87Lw3T31uBzRLIHtCafAgylYtmS5Y306WbCMs4]l XfqU6G_4bpuSzGulZbVPF3L31M7240¢7Tuz0fHEMCriBG1ENhGINLGGCKE_a3tv0dm_44i6-9
JzivMAVTkDNwIyvpeelAYcL3au7xd8ElxOpz3TJfbpFx-1ggD—
Fwl7oJwQ9x0XVIErRI1xgV_DAwIVueRrNVtE80yC2hLPghEOlgNrg3IgLpmeGGZpIFvDeGeb36eVel JRBS2Xaar 1y7SDvDUL fwbxEM2gAsadsQk
xNuXSW9gcyOv5Lyg, org.restlet.http.headsrs=[[Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image
/webp, */*;g=0.8], [Upgradse-Insecurs-Regquests: 1], [User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x=64;
rv:78.0) Geckc/20100101 Firefox/78.0], [Connection: keep-alive], [Referer: https://192.168.228.133:8555
/authentication/authorize?scope=cpenidsaresponse_type=codesredirect_uri=https:
$2F%2F192.168.228.133:8111%2Fosmc%2Fauthen$2Fauthenticatesclient_id=twc-rest-api], [Host:

192.168.228.133:8111], [Accept-Languagse: en-US,en;g=0.5], [ARccept-Enceoding: gzip, deflate, br], [DNT: 111,
org.restlet.https.sslSessionId=297cE4C1Tbe79£53966a05E26800Ce29Eale02F090ET74c324b1e5937F541Bd42})

3. Copy the token and use it to log on to REST API.

1 The token is used in an Authorization header with the Token Type.

For example (using a token with cURL):

curl -v -k -H "Authorization: Token

eyJhbGci O JSUzI 1N J9. eyJzdW i O JBZGlpbm zdHIhd@yl i wi YXVKI j oi dHdj LXJI c3Q YXBp
I'i wi aXNzl j oi aHROCHMBXCIcLz EyNy4wLj AuMIo4NTULXCOhdXRoZVWE0aVWwhdd vbi | s| mv4cCl 6M
TYWNj | 50Tc3Nywi aWFOI j oxNj A2M k40Dc3f Q bA-

S5hHeSI VBAFoQVzzf | seC3ql ngQoBQREI apHNGI 5Ccvwet KdSVzt WKkssSG n81Y1zqoULi o7_1Ma
nt GBbbzvAIWAQYFRi YkOD612yNDv4uNHBbNLNEV61TYNLWdPwPhOat VRehkh-

LSgj i pXTvXj 4nZVi EONHKI @U7ht A9Zzvxvck2JIDXe_eU2-

ATCNn8I | 89RCaEb1t Z5nD84i eRbz IWgr cVTdqU2Yf bl UeewsNi r 8obkLYgi xBXFKWs THi 3j NuoBx3
KcAl yZqL6cj t sCERAwWbk4PEEDC57UVs Ocs XW 6yv Xl oVdIMO DHo_f JvkgQ DgSyl L- 2B210- Y- GA"
https://127.0.0.1: 8111/ osnt/ 1 ogi n

The result is as follows:



GET /osnt/login HTTP/1.1

Host: 127.0.0.1:8111

User-Agent: curl/7.55.1

Accept: */*

Aut hori zation: Token

eyJhbCGei O JSUzI 1N J9. eyJzdW i O JBZGlpbm zdHIhd@yl i wi YXVKI j oi dHdj LXJI c3Q YXBp
i wi aXNzl j oi aHROCHVBXCOcLzEyNy4wlj AuMTo4NTUL1XC9hdXRoZWs0aVWNhd@ vbi | sl mvV4cCl 6M
TYWN | 50Tc3Nywi aWFOI j oxNj A2M k40Dc3f Q bA-

S5hHe S| VBAFoQVzzf | seC3ql mgQoBQREI apHN6I 5Ccvwet KdSVzt WKkssSG nB1Y1zqoULi 07_1Ma
nt GBbbzvAIWAQYFRi YKOD612y NDv4uNHBbNLNEV61TYNLWdPwPhOat VRehkh-

LSgj i pXTvXj 4niZVi EONHKI GQU7ht A9Zzvxvck2JDXe_elU2-

4TCNn8BI | 89RCaEb1t Z5nD84i eRbzIWjr cVTdqU2Yf bl UeewSNi r 8obkLYgi XxBXFKWs THi 3j NuoBx3
KcAl yZqL6cj t sCERAWbK4PEEDC57UVs Ocs XW 6yv Xl oVdIMO DHo_f IMkgQ DgSyl L- 2B210- Y- GA
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HTTP/ 1.1 204 No Content

Content-Length: 0O

Content - Type: application/octet-stream

Date: Wed, 25 Nov 2020 10:08: 44 GVI

Accept - Ranges: bytes

Server: Restlet-Framework/2.2.3

Vary: Accept-Charset, Accept-Encodi ng, Accept-Language, Accept

Set - Cooki e: twc-rest-current-user=Adm ni strator; Path=/osnt; Expires=Wed, 25 Nov 2020 10: 23: 44 GMI
Set - Cooki e: twc-rest-session-id=f40ef 933-5461- 4058- ale7- 9b8d4021aa8a; Path=/osnt; Expires=Wed, 25 Nov 2020 10:
23: 44 GVIT

<

* Connection #0 to host 127.0.0.1 left intact
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