Model Obfuscation

@ You need to have the Model Obfuscator plugin installed to use the obfuscation functionality.

Model Obfuscator plugin is used to obfuscate confidential data (texts or images) in the local project for sending it to No Magic support when reporting
related issue. The obfuscation process changes user project data strings to random strings (e.g. class name "User_login" will be changed to "xcolnyrwxx")
and saves it as a new project.

Data obfuscation
To perform data obfuscation
1. In the main menu, click File > Obfuscate Project. The Save dialog opens.

2. Define the name and select the location in your file system for the obfuscated project. Click Save.
3. Once the obfuscated project is saved, the message "Obfuscation process is done" is displayed. Click OK.
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An example of a project with obfuscated data.

Custom data obfuscation
You can create your own custom encryption algorithm instead of using the default one.

To create a custom obfuscation algorithm

1. Create a new plugin as described on the Writing plugins page.

1.1. You can compile your plugin's main class by defining <install.root>/lib/md_api.jar in the classpath parameter.
1.2. Create an additional class that extends com.nomagic.magicdraw.modelobfuscator.WordObfuscator in your plugin. For an example, see the
code below:


https://docs.nomagic.com/display/MD2022xR1/Writing+plugins

package nypl ugin;

i mport com nomagi c. nagi cdr aw. nodel obf uscat or . Wr dObf uscat or ;
inport java.security. SecureRandom

public class SecureWrdObfuscator inplenments WrdObfuscator

{
private static final char STARTI NG CHAR = 97;

private static final int BOUND = 26;

private final SecureRandom random = new Secur eRandon();

@verride
public String obfuscateWrd(String word)
{

int len = word. | ength();
StringBuil der tokenBuil der = new StringBuilder(len);
for (int i =0; i <len; i++)
{
t okenBui | der . append(String. val ueOf (Char act er. t oChar s( STARTI NG_CHAR + (char)
random next | nt (BOUND))));
}

Systemout. println("Original word:

+ word + obfuscated word: " + tokenBuil der.

toString());
return tokenBuilder.toString();

}

. Compile it and include this class in your plugin's jar. When compiling the class, define <install.root>/plugins/com.nomagic.magicdraw.
modelobfuscator/modelobfuscator_api.jar in the classpath parameters.

. Add the Java option -Dmo_word_obfuscator_impl\=<full class name> (e.g. -Dmo_word_obfuscator_impl\=myplugin.SecureWordObfuscator) in
the application's properties file (e.g. magidraw.properties) at the end of the JAVA_ARGS= line.

. Open the modeling tool and obfuscate your project.
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