Server Certificates
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® Accessing the Server Certificates tool
® Managing self-signed certificates

The Server Certificates tool is a consolidated server certificate management solution. It allows you to handle all secure connections supported by the client.

Accessing the Server Certificates tool

To access the Server Certificates tool

1. In the main menu of your modeling tool, select Options > Environment.
2. In the options group list on the left:
® Select Server Certificates or

® Click the plus icon next to Server Certificates to extend the option list.
3. Then, choose one of these options:
® Trusted by All Users: manage server certificates trusted by all users in this application on this machine. Add, remove, or view details of
the selected trusted server certificate. You may need system administrator rights to manage these certificates.
® Trusted by Current User: manage server certificates trusted by the current user in this application on this machine. Add, remove, or
view details of the selected trusted server certificate.

& Environment Options

Server certificates trusted by all users

Manage server certificates trusted by all users in this application on this machine, Add, remove, or view details of the selected
trusted server certificate. You may need system administrator rights to manage these certificates.
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Managing secure connections.

Managing self-signed certificates



You can also accept or reject a self-signed certificate when a secure connection is requested, using the certificate manager tool. Once a self-signed
certificate is detected, the certificate details are presented for review so you can decide whether to accept or reject the certificate:

WY Security Warning X

Untrusted server certificate

Accept or deny an untrusted server certificate. To manage
accepted certificates, in the main menu, go to Gptions =
Environment and select Server Certificates.

The server you are trying to connect to uses a certificate that is not trusted
by this application on this machine.

Certificate Details

]
Issued To
Common Name (CN) dsone.3ds.com
Organizational Unit (OU) RD
Organization (O) 308
Locality (L) Velizy
State or Province (ST) IDF
Country (C) FR.
Issued By
Common Mame (CH) 305 - EMEA SubCA
Validity Period
Valid from 4/15/22, 11:07 AM
Valid until 4/15/23, 11:07 AM
v
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Managing self-signed certificate.
If accepted, the certificate is added to the Trusted by Current User list of certificates.

For more information about the Server Certificates tool, please see the video below:
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