Running server-side simulation with SSL

This chapter describes two ways to run server-side simulation with a self-signed certificate.

1 Prerequisites

® The self-signed certificate used for server-side simulation must be generated for the IP (or hostname) of the machine where Web
Application Platform is located. This is necessary because Web Application Platform (and not Teamwork Cloud) is called when
connecting to the server. Therefore, if Teamwork Cloud is deployed on a different server, do not use the same certificate for both
Teamwork Cloud and Web Application Platform.

® The certificate file must be in the .pem format.

To run server-side simulation with SSL

® Do one of the following:
© Use the following request to connect to Web Application Platform and provide the path to the certificate file:

1 Inthe request, make sure to provide the IP or hostname for which the certificate was generated.

client = Sinulati onWwebd i ent (' <WebApp_server _| P_or _host nane>', '<user_nane>', '<password>',
verifySSL="<path_to_certificate_file>")

o Add the self-signed certificate to the Python trusted certificates list by completing the following steps:
1. In Jupyter Notebook, execute the following commands to find the path, where the cacert.pem file of trusted certificates is
located:

import certifi
print(certifi.where())

2. Open the certificate file with a text editor and copy all information inside the file.
3. Open the cacert.pem file with a text editor and paste the copied information at the end of the file, as shown below.

Issuer: CN=Security Communication ECC RootCAl O=SECOM Trust Systems CO.,LTID.
Subject: CH=Security Communication ECC RootCAL O=SECOM Trust Systems CO.,LTD.
Label: "Security Communication ECC RootCAL"

Serial: 15446673492073852651

MDS Fingerprint: Te:43:b
SEAL Fingerprint 1d:0d:41:41

4 SHAZ56 Fingerprint: ibdia%i Shi 8:a6:92:07: 74:40:28;

#
¥
#
#
#
#
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MIICODCCAb6GRAWIBAGTIANZAMTNSgS T rMACGCCqGSM4 SBAMDMGE xCzATBgNVBAYT
AkpQMSUwIWYDVQOKEXXxTRUNPTSBUCnVzdCBTeXNOZW1z IENPLIxMVEQuMS sWKQYD
VGODEYJTZWN1cmlO=SBDb2 1tdWSp¥2F0aW sulEVDOyBShb29000ExMB4XDTEZMDY X
N3A1MTUyOFoXDTM4MDEXODAIMTUYOFowYTELMAKGALUEBhMCS 1Ak JTA  BgNVBACT
HFNFQOSNIFRydXNOIFNSc3R1bXMgQO8uLExURCxKzAPBgNVBAMT I1N1Y3VyaXRS
TENvbW11bml] YXRpb24gRUNDIFIvb3RDOTEwdjAQBgcqh kj OPQTBBgUrgQQATGNL
AASkpWOgAWPDVTHOOxecK4R1rOKSPVdul20/ 505 Tko6BnOPDR2 TREBLIE+Cnnfdl
dBSSELLO5ONvbYUymUSxXv3HdhDYRT2ixvnWQuRKdryQw jWpS4gSEkdtXPSITRpK
ULG3 Q3 BAMBOGALUdDgOWBBSGHOE +LaVKiw] +KBHEvalim+ GBZLzA0OBgNVEQEBAL 8E
BAMCAQYwDWYDVROTAQH/ BAUWAWEB,/ zAKBygghk i OPQRDAWNOADS LA AVEUIS/ Lbu
9zuxNuiedsRGKEkzOFhDEMMpzE2x TEYinQ04pV1 IKv3LanNdod g IawwCHODAGy 00
be0YottTESXbVO] gUMzfREEWGqtISLKB7THOH LRMsnIbE vONTSVLY70eNsk=

MITC4TCCAcmgAwIBAQTIXFL.tGIvi048wDGY TKoZ ThvcNAQELBOAWSDEWMBOGA L UE
AXMNMT kyLjE20C4zMS45M) NzIzNTlaF 4MjgulzIzNT1a
MBgXF3AUBQNVBAMTDTESMi 4xN3 quMzEu0TEwgoE AMAOGCSqGS T 3DOEBAQUARS IE
DwhwggEKRoIBAQC] CL3B1sBFROJLBYdo6y i LEEYSsr6106KbDI FIkImo3iNvEkCT
3 X5 ToWQHObE+LDngMbwE SVCUn IOWGEN0VZKACL 20ATh0 sTYIrZZHG5 1 wst02BD0
NrGVQorA7FdkvKiIshBrrclNlus4SbdeMXsZD4SnemAyodeTrV/ D4BCKubMMZKNE
u0TQedJiWGHTYvThmahwCS 82X IVCPLuFLi PXuzwraiwh/ 4nGLLEXBw+kSuZcISTE
WMOOKCQ2C63TJIThALMTe0X 95 3ynRCELCkSpeNLXgGZXZ T 0F 8 JROXCOKENUTZ Ky
ZWNFY1tnAplzMSMyleREMthrg2 F1sMxbGwOr AgMBAAG) LzAMBOGAIUADGOWEBRU
TEX+CEMKIEMMENONT 1XR 3R 16 Y DAMBGNVHRMBATSEA] ARMAOGCS gGSTb3DREBCWUA
A4TBAQAASRrBKYbyCsyL+1V/x65Qfn//izL69Vb]i0KuxTP+2NWtIbrkSdkX35 4z
2qf+3L7TPrk14UndJIG1S80VS Sq7tbwbZlayIwinzNTT+gD4wXg/ 2/ iZx¥SxMi ¥Nu
OXKEY570bhW Yz 6BZmZ2h fpGTaMKMvCELr 1 vOXEFBrmtVDVU4DKLKKBMXECFdBy lc
S5kBaaDxLHSpDV/TgXE3otacks fAepXhas jWr1XBkkSEGGE5BhoCS)d /unVyzwDQ
L3Ejx/fUJbt8qFVuy+kedgevinrEz2104] heyfqlEXCLWCpnBvesQSeBrouB0/ 7+
Ev/N2ao+gqXq8E865KzXDT5/1bC81a

————— END CERTIFICATE--—--

4. Use the following request to connect to Web Application Platform:

1 Inthe request, make sure to provide the IP or hostname for which the certificate was generated.



client = Sinulati onwebd i ent (' WebApp_server _I P_or_host nane>', '<user_nanme>', '<password>',
veri fySSL=True)
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