Token-based authentication sample for Teamwork Cloud
REST API
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Teamwork Cloud REST API has an endpoint, which implements token-based authentication described in the Token-based authentication page.

Setting up token-based authentication
To set up Teamwork Cloud and Authentication server for token-based authentication using REST API endpoint
. Set up Authentication server to work with your SAML/SSO, if needed.

. Open <install_root>/WebAppPlatform/shared/conf/authserver.properties.
Find key authentication.client.ids and add ,twc-rest-api at the end of the value. Save and close the file.
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1 The comma before twc-rest-api is a separator.

. Open <install_root>/TeamworkCloud/configuration/application.conf.
Find the esi.auth block and set the server value to your authentication server IP. Save and close the file.
Restart the Authentication server and Teamwork Cloud server.
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Using token-based authentication

To use token-based authentication

1. Open REST API at the following URL: https://<ip>:8111/osmc/authen/login on a browser.
2. You should be redirected to the Authentication server login page.
3. Enter your credentials. The browser shows you a token, usually starting with eyJ....

Login token is

eyThbGci0iJSUzIINITS. eyJzdWIioiJvdW0iLCThdWQi0iJ0d2MtemVzdClheGkiLCIpe3Mioi JodHRwezpcLlwvMT kyLjE20C4yMj guMTMz O]
g1NTVCL2F1dGhlbnRpY2F0aW9uTiwi ZXhwljoxNjAIMTEOMTgxLCIpYXQ1i0jE2MDgxMTMyODF 9 . HSFe EHwS 5DmRwHx xR TQ]
1PeODgYiEH6xCx1YagZtMHRhO£JB eGgZ5B-|
87Lw3T3iuBzKLIHtCa8Aqg0Ytm55Y3Q06WbCMs41 XfqU6G 4bpuSzGu2bVPF3L31M74d0cTuaQfHbMCri8GlENhGINLGGCKE a3tv00m 44i6-9
[Tz1ivMAVTkDNwJyvpeeAYcL3au7xd8E1xOpz3JfbpFx-1ggD-|
Fwl70Jw09x0XViHrRIixgV DAwIVueRrNVt80yC2hLPGhEOlgNrq9IgLIpmcGGEpIFvDCGeb36eVelJKB52Kaarly7SDvDUL fwPxRM2gAsadsQ
xNuXSW9qgcy0v5Lg
211 attributes: {org.restlet.startTime=1608113281959, Mstric-Start-Tims-In-Millseconds=160311328195%,
crg.restlet.https.keySize=0, Metric-Start-Time-In-Millseconds-com.nomagic.esi.rest.osmc.a.h.b.b=1608113281%59,
esi.dm.query.cors_request=false, e.session=Session(User=cum, ID=0aelSc80-&5£0-4c6b-818a-26e3891d346e),
com.nomagic.esi.rest.osmc.a.j.login_token=eyJhbGciOiJSUzI1NiJ9.eyJIzdWIi0iJvdW0iLCIThdWQiOiJOd2MEcmVzdC1heGkiLeIp
¢3MioiJodHRWeZpeLlwvMTkyLIE20C4 yMI qUMTMZO g 1INTVeL2F1dGh1bnRpY2F0aWIul iwi 2XhwIj oxNI A4MTEOMTgxLCIpYXQ1 0 E2MDGXMTM
yODFY.HOFeEHWS SDmRWHXXR]TQ-1PeODgYiEH6XCX1YagZtMHRhOLJB_eGgZ5B—
87Lw3T31u8zKLIHtCa8Agg0Ytm55¥3Q6WbCMs41_XfqUEG_4bpuSzGu2bVPF3L.31M7240c7uZQfHbMCri 8G1ENhGINLGCXt_a3tv00m_4416-9
JzivMAVTkDNwIyvpesAYcL3auTxd8El x0pz3JfbpFx-1ggD-

Fwl7oJWQIXQXVIHrRI1IXgV DAWIVUueRrNVEt80yC2ZhLPGhEOlgNrgSIgLIpmcGGZRIFVDeGech36eVel KBS 2Xaarly7SDVDULEWPXEM2gAsadsQk
XNuXsWgcy0vSLg, org.restlet.http.headers=[[Accept: text/html,application/xhtml+xml,application/xml;g=0.9, image
/webp,*/*;q=0.8], [Upgrade-Insecure-Requests: 1], [User-Agent: Mczilla/5.0 (Windows NT 10.0; Winé4; x&4;
rv:78.0) Gecko/20100101 Firefox/78.0], [Connection: keep-alive], [Referer: https://192.168.228.133:8555
/authentication/authorize?scope=cpenideresponse_type=codesredirect_uri=https:
%2F%2F192.168.228.133:8111%2Fosmc¥2Fauthent2Fauthenticatesclient id=twc-rest-apil, [Host:

192.168.228.133:8111]), [Accept-Language: en-US,en;q=0.5], [Accept-Encoding: gzip, deflate, br], [DNT: 111,
org.restlet.https.sslSessionId=29%7cE4C17b679£53%66a05E26800Ce29Eale02F030E74c324b1e5937F541Bd42)

4. Copy the token and use it to log on to REST API.

1 The token is used in an Authorization header with the Token Type.

For example (using a token with cURL):


https://docs.nomagic.com/display/TWCloud2022x/Token-based+authentication

curl -v -k -H "Authorization: Token

eyJhbGci O JSUzI 1N J9. eyJzdW i O JBZGlpbm zdHIhd@y! i wi YXVKI j oi dHdj LXJI c3Q YXBp
I'iwi aXNzl j oi aHROCHVBXCI9cLzEyNy4wLj AuMTo4NTULXCO9hdXRoZWs0aWNhdd vbi | s| mv4cCl 6M
TYWNj | 50Tc3Nywi aWFOI j oxNj A2M k40Dc3f Q. bA-

S5hHeSI VBAFoQVzzf | seC3qgl ngQuBQREI apHN6I 5Ccvwet KdSVzt WKkssSG nB1Y1zqoULi 07_1Ma
nmt GBbbzvAIWAQYFR YKOD612yNDv4uNHBbNLNEV 61 TYNLwWdPwPhOat VRehkh-

LSgj i pXTvXj 4nZVi EONHKI U7ht A9Zzvxvck2JDXe_elU2-

4TCNn8I | 89RCaEb1t Z5nD84i eRbzIWgr cVTdqU2Yf bl UeewsNi r 8obkLYgi xBXFKW THi 3j NuoBx3
KcAl yZqL6cj t sCERAWbk4PEEDC57UVs Qcs XW 6y v Xl oVdIMA DHo_f JMkgQ DSyl L- 2B210- Y- GA"
https://127.0.0.1: 8111/ osnt/ 1 ogin

The result is as follows:

GET /osnt/login HTTP/ 1.1

Host: 127.0.0.1:8111

User-Agent: curl/7.55.1

Accept: */*

Aut hori zation: Token

eyJhbGci G JSUzI 1Ni J9. eyJzdW i O JBZGlpbm zdHIhd®yl i wi YXVKI j oi dHdj LXJI ¢3Q YXBp
i wi aXNzl j oi aHROCHVBXCOcLzEyNy4w.j AuMTo4NTULXCOhdXRoZWs0aVWhdd vbi | s| mv4cCl 6M
TYWNj | 50Tc3Nywi aWFOI j oxNj A2M k40Dc3f Q bA-

S5hHeSI VBAFoQVzzf | seC3qgl ngQoBQREI apHN6I 5Ccvwet KdSVzt WKkssSG nB1Y1zqoULi o7_1Ma
nt GBbbzvAIWAQYFRi YKOD612y NDv4uNHBbNLNEV61TYNLWdPwPhOat VRehkh-

LSgj i pXTvXj 4mzVi EONHKI GOU7ht A9Zzvxvck2JDXe_eU2-

ATCNn8BI | 89RCaEb1t Z5nD84i eRbzIWjr cVTdqU2Yf bl UeewsNi r 8obkLYgi xBXFKWs THi 3j NuoBx3
KcAl yZgL6cj t sCERAWok4PEEDC57UVs Qcs XW 6yv Xl oVdIJMO DHo_f JMkgQ DgSyl L-2B210 Y- GA
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HTTP/ 1.1 204 No Content

Content-Length: 0O

Content - Type: application/octet-stream

Date: Wed, 25 Nov 2020 10:08:44 GVI

Accept - Ranges: bytes

Server: Restlet-Franework/2.2.3

Vary: Accept-Charset, Accept-Encodi ng, Accept-Language, Accept

Set - Cooki e: twc-rest-current-user=Adm ni strator; Path=/osnt; Expires=Wed, 25 Nov 2020 10: 23: 44 GMI
Set - Cooki e: twc-rest-session-id=f40ef933-5461-4058-ale7-9b8d4021aa8a; Pat h=/osnt; Expires=Wed, 25 Nov 2020
10: 23: 44 GVIT

<

* Connection #0 to host 127.0.0.1 left intact
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Limitations

This REST API endpoint only displays the ID token. Usually, ID token is not very long-living. You can configure the ID token expiration in authserver.
properties file (using property authentication.token.expirity).

Usually the ID token needs to be refreshed as described in the page Token-based authentication. However, this REST API does not display a refresh
token, which is needed to refresh the ID token.

As a workaround, long-living ID tokens can be generated by adding ,twc-rest-api to the authserver.properties file property authentication.client.
unlimited. In such case, ID token expiration will be calculated using property authentication.unlimited.token.expirity.

1 Use this feature with caution and make sure that such long-living ID token is adequately protected.
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