Changing SSL certificates
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® Changing the SSL certificate file

By default, Web Application Platform is installed with SSL certificates. If needed, you can change the existing SSL certificate file with a new one as
described in the section below.

Creating an SSL certificate file

Follow the steps bellow to create an SSL certificate file that you can later add to Web Application Platform.

To create the SSL certificate file

® |n the command-line execute the following command:

keyt ool -genkey -nopronpt -alias tontat -dnanme "CN=<fqgdn/host_nane/i p_address>, OU=<organi zati onal _unit >,
O=<conpany_name>, L=<ci ty>, S=<st at e/ provi nce>, C=<country_code>" -keystore ../conf/webapp.jks -storepass
<passwor d> - keypass <password> -keyal g RSA -keysi ze 2048 -validity 3600 -ext SAN=dns: <host_nane>,i p:

<i p_of _t he_machi ne_r unni ng_wap>

Make lgdpeo{ﬁaa%ou replace the placeholders (between <>) in the command with actual values:

O CN - enter the fully qualified domain name, host name, or IP address for which the certificate should be issued.
Changing the QSle b 6giRHSha unit
You can change tRe Gefauite? Sowectiicpenyiloahet.comes with Web Application Platform installation as described below.
© L - enter your city.
To change the SSCI)_ c%r_tiﬁgg?tre)fﬁg r state or province.
©_C - enter your the two-letter code of your country.

1. Go to the<wieeppss platfnihssttidfitate degstorgpassivdirdctory and open the server.xml file.
2. In the server.xml file, change the values of the following properties:

o CekfiRAsRepiiRbiR ceHHitRte S SIRTERESHINSId (should be the same as the storepass value).
¢ Gegﬁﬁﬁlﬁﬁgﬁéﬂfsf’ t?msesw&f‘ﬁ&%?@?é}’v\%ﬁéﬁ the certificate should be issued (should be the same as the CN value).

O in - enter the IP address nf the machine were \Weh Annlicatinn Platfarm i< in<talled

R%plalc@ Qr?ét;%tceholders between angle brackets (<>) with the path to a new SSL certificate file and the key password.

If you have created the SSL certificate file as described in the above section, make sure that you specify the same key password as the storepa

3. Saye and oS tas aeverynidiigcified in the command for creating the certificate file.
4. Restart Web Application Platform.
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