Connecting Alfresco to LDAP

To configure Alfresco Community

1. Go to <Alfresco Community installation directory>\tomcat\shared\classes and open for edit the alfresco-global.properties file.
2. Copy the following text and paste it at the end of the file:

aut henti cati on. chai n=al finst:al frescoNt| ml dapl:| dap-ad
create. m ssing. peopl e=f al se

al fresco. aut henti cation. al | owGuest Logi n=f al se
# Di sabl e guest 1ogins

nt|l m aut henti cati on. mpUnknownUser ToGuest =f al se
# Di sabl e guest 1ogins

ntl m aut henti cati on. sso. enabl ed=f al se
# Di sabl e SSO | ogi ns

| dap. synchroni zati on. gr oupSear chBase=dc=t est, dc=l ocal
# Domai n search base

| dap. synchroni zati on. user Sear chBase=dc=t est, dc=l ocal
# Domai n search base

#LDAP AUTHENTI FI CATI ON #
HHHHHHEH I
| dap. aut henti cation. active=true

| dap. aut henti cati on. al | owGuest Logi n=f al se
# Di sabl e guest 1ogins

| dap. aut henti cati on. user NameFor nat =%s @ est . | ocal

| dap. aut henti cati on. j ava. nam ng. provi der. url =l dap: // AD_SERVER_ADDRESS: 389
# AD server address

| dap. aut henti cati on. def aul t Adni ni st rat or User Names=Adnmi ni strat or, al fresco

# Admi n users |ogins

HHAHHHHHHHH R
#LDAP SYNCHRONI SATI ON #

synchroni zati on. synchr oni zeChangesOnl y=f al se
# Do full synchronize

synchroni zati on. al | owDel eti ons=true
# Allow deletion info fromlocal A fresco

synchroni zati on. syncWhenM ssi ngPeopl eLogl n=t r ue
# Tries to find user in allowed Ad group

synchroni zati on. syncOnSt art up=true
# synchroni ze AD on reboot

| dap. synchroni zati on. acti ve=true

| dap. synchroni zati on. j ava. nam ng. security. princi pal =l dap_r ead
# User with LDAP read rights login

| dap. synchroni zati on. j ava. nam ng. security. credenti al s=asdf 1234+
# User with LDAP read rights password

synchroni zation.inport.cron=00/15 * * * ?
# synchronisation starts every 15 m nutes!



#LDAP PERSON QUERY #

SRR R

| dap. synchroni zat i on. per sonQuer y=( & obj ect cl ass\ =user)
(menber O\ =cn\ =al fresco, ou\ =al frescouni t, dc\ =t est, dc\ =l ocal )
(user Account Control : 1. 2. 840. 113556. 1. 4. 803: =512))

# Query to grabb all users in alfresco group with full path

| dap. synchroni zati on. personDi f ferenti al Query=(&(obj ect cl ass\ =user)

(menber O\ =cn\ =al fresco, ou\ =al frescouni t, dc\ =t est, dc\ =l ocal )

(user Account Control : 1. 2. 840. 113556. 1. 4. 803: =512))

# Query to grabb all users in alfresco group with full path (force full sync)

#LDAP GROUP QUERY #

| dap. synchroni zat i on. gr oupQuer y=( & obj ect cl ass\ =group) (| (cn\ =al fresco)
(menber O\ =cn\ =al fresco, ou\ =al frescouni t, dc\ =t est, dc\ =l ocal )))
# Query to grabb alfresco group with full path

| dap. synchroni zati on. groupDi fferenti al Quer y=(&(obj ect cl ass\ =gr oup)

(] (cn\=al fresco) (menber O\ =cn\ =al f r esco, ou\ =al f rescouni t, dc\ =t est, dc\ =l ocal )))
# Query to grabb alfresco group with full path (force full sync)

3. Save and close the file.
4. Re-start Alfresco Community.
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