Setting up single sign-on

Single sign-on (SSO) means that everyone in the domain can log on to Cameo Collaborator (Alfresco Community) without providing their credentials.

To set up SSO perform the following steps

1 Configuring Alfresco Community

2 Configuring Alfresco repository

3 Configuring the domain server

4 Configuring the client computer

5 Adding Alfresco Community server to trusted sites
6 Testing SSO

7 Configuring Mozilla Firefox (optional)

Configuring Alfresco Community

1. Go to <Alfresco Community installation directory>\tomcat\shared\classes and open for edit the alfresco-global.properties file.
2. Copy the following text and paste it at the beginning of the file:

aut henti cati on. chai n=passt hrul: passt hru, | dap-adl: | dap- ad, al frescoNt| ni: al frescoNt | m

| dap.
| dap.
| dap.
| dap.
| dap.
| dap.
| dap.

aut hentication. active=fal se

aut henti cati on. user NaneFor nat =% @lonai n. | ocal

aut henti cati on. java. nam ng. provi der. url =l dap: // ADSer ver : 389

synchroni zati on. j ava. nam ng. security. princi pal =Adm ni strat or @onai n. | ocal
synchroni zati on. j ava. nam ng. security. credenti al s=t hepassword

synchroni zati on. gr oupSear chBase=cn\ =User s, dc\ =donai n, dc\ =| ocal

synchroni zat i on. user Sear chBase=cn\ =User s, dc\ =domai n, dc\ =l ocal

synchroni zation.inport.cron=0 0 5 * * ?

nt| m aut henti cation. sso. enabl ed=true

passt hru. aut henti cati on. def aul t Admi ni st rat or User Names=Admi ni strat or
passt hru. aut henti cati on. useLocal Server=true

passt hru. aut henti cati on. domai n=

passt hru. aut henti cation. servers=

R%plaoe:

3. If Alfresco é’&rﬁﬁ%‘@%‘n‘ﬂ‘&&o&%ﬂ?g&%’ﬁy‘ﬁ‘m%H‘diﬂ%?e%ég&\?ers, replace the last 3 lines with these:

® ADServer with your Active Directory server name in line 4.

passthyruy, aut henti cation. domai n=domai n. | ocal Lo
|#cj"j‘lmlphseragtl)r Wltth Xour é)omaln a%glms%atg&g@ﬁl e 5and11.

passthru.au

ntication.server s=donal n. erver

passt I uhepddsevurd ovth your disineaih addiinistratorat pasdserdNantise=Adni ni st r at or

4. Save and close the file.
5. Re-start Alfresco Community.

Configuring Alfresco repository

1. Go to <Alfresco Community installation directory>\tomcat\shared\classes\alfresco\web-extension and open for edit the share-config-custom.xml

file.

2. Find the following line:

<config eval uator="string-conpare" condition="Renpte">

3. Replace the line with the following code block:



<config condition="Renote" eval uator="string-conpare">
<r enot e>
<connect or >
<i d>al frescoCooki e</i d>
<nanme>Al fresco Connect or </ nane>
<descri ption>Connects to an Alfresco instance using cooki e-based aut hentication<
/ description>
<cl ass>org. al fresco. web. site. servl et. SlingshotAl frescoConnector</cl ass>
</ connect or >
<endpoi nt >
<i d>al fresco</id>
<nane>Al fresco - user access</nane>
<descripti on>Access to Al fresco Repository WebScripts that
aut henti cati on</ descri ption>
<connect or-i d>al frescoCooki e</ connect or-i d>
<endpoi nt-url >http://al frescoserver.|ocal : 8080/ al fresco/ wes</ endpoi nt-url >
<identity>user</identity>
<ext er nal - aut h>t rue</ ext er nal - aut h>

require user

</ endpoi nt >
</renote>
</ config>
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Replace alfrescoserver.local with your Cameo Collaborator server name in line 14.

4. Save and close the file.

Configuring the domain server

Configuring the domain server means modifying the security options of the domain local policies.

1. Log on as the domain administrator.

2. Press Windows Key + R and run gpedit.msc. The Local Group Policy Editor dialog opens.

3. On the left side of the open dialog, click Local Computer Policy > Computer Configuration > Windows Settings > Security Settings > Local

Policies > Security Options. A list of security options appear on the right side of the dialog.

=| Local Group Policy Editor

File Action View Help

@ XE=Hm=

| =/ Local Computer Policy
4 i Computer Configuration
» | Software Settings
4 | Windows Settings
» || Name Resolution Policy
|=] Scripts (Startup/Shutdown)
» = Deployed Printers
_i Security Settings
> & Account Policies
4 4 Local Policies
> | g Audit Policy
> g User Rights Assignment
> |4 Security Options
| Windows Firewall with Advanced Security
| Network List Manager Policies
| Public Key Policies
> ] Software Restriction Policies
> || Application Contrel Policies
“g IP Security Policies on Local Computer
> [ Advanced Audit Policy Configuration
> i Policy-based Qo5
> [7] Administrative Templates

a %, User Configuration
» (-] Software Settings
» | Windows Settings
» 7] Administrative Templates

g

Policy

[ Microsoft network server: Digitally sign comm...
125 Microsoft network server: Disconnect clients w...
[ Microsoft network server: Server SPN target na..
[5:] Network access: Allow anonymous SID/Name t..
1] Metwork access: Do not allow anonymous enu...
1] Metwork access: Do not allow anonymous enu...
[2:] Network access: Do not allow storage of passw...
[5s] Network access: Let Everyone permissions appl...
1] Network access: Mamed Pipes that can be acce..,
1] Network access: Remotely accessible registry p..
[5:] Network access: Remotely accessible registry p..
[2:) Network access: Restrict anonymous access to ..
lzis) Metwork access: Shares that can be accessed a..
[ Network access: Sharing and security model fo...
[ Network security: Allow Local System to use co..
1] Network security: Allow LocalSystem MULL ses...
1] Metwork Security: Allow PKUZU authentication ...
[5:] Network security: Configure encryption types a...
[2:] Network security: Do not store LAN Manager h...

Network security: Force logoff when logon ho
5| Metwork security: LAN Manager authenticatio
[5:] Network security: LDAP client signing require

lie] Network security: Minimum session security fo...
Loiz] Network security: Minimum session security fo...

Security Setting
Disabled
Enabled

Mot Defined
Disabled
Enabled
Disabled
Disabled
Disabled

System'\ CurrentControlS...
System\CurrentControls...
Enabled
Mot Defined
Classic - local users auth...
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Disabled
nd LM 8¢ NTLM - use ...
egotiate signing
Require 128-bit encrypti...
Require 128-bit encrypti...

4. Double-click Network Security: LAN Manager authentication level and select Send LM & NTLM - use NTLMv2 session security if

negotiated from the drop-down list in the open dialog.




5.

Networksemﬁtjr: LAM Manager authentication level Properties EE

Local Secunty Setting | Explain |

Metwork securty: LAN Manager authentication level

=

| Send LM & NTLM - use NTLMv2 session security if negotiated |

Send LM & MTLM responses
) Send LM & NTLM - use NTLMvZ session secur
i Send NTLM response onhy
Send NTLMvZ response anly
Send NTLMwZ response only. Refuse LM
Send NTLMvZ response only. Refuse LM & NTLM

Close both dialogs.

Configuring the client computer

4.

5.

1. Log on as the local administrator.
2.
3. On the left side of the open dialog, click Local Computer Policy > Computer Configuration > Windows Settings > Security Settings > Local

Press Windows Key + R and run gpedit.msc. The Local Group Policy Editor dialog opens.

Policies > Security Options. A list of security options appear on the right side of the dialog.

Double-click Network Security: LAN Manager authentication level and select Send LM & NTLM - use NTLMv2 session security if
negotiated from the drop-down list in the open dialog.

Close both dialogs.

Adding Alfresco Community server to trusted sites

N
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1. Log on as the domain administrator.
2.
3. On the left side of the open dialog, click User Configuration > Polices > Windows Settings > Internet Explorer Maintenance > Security. A list

Press Windows Key + R and run gpmc.msc. The Group Policy Management Console (GPMC) of your Domain Controller opens.

of security options appear on the right side of the dialog.

. Double-click Security Security Zones and Content Ratings and select the Import the current security zones and privacy settings option in

the open dialog.

. Click the Modify Settings button. The Internet Properties (or Internet Options) dialog opens.

. Open the Security tab, if it is not yet open, and select Local intranet.

. Click the Sites button and in the open dialog click the Advanced button.

. Type the Cameo Collaborator server name you specified in line 14 when performing Configuring Alfresco repository. In this case, this is http://alfre

scoserver.local (see the following figure).

Iflyou want to access the Cameo Collaborator server over standard HTTPS port, click to select the Require server verification (https:) for all

sites in this zone check box.

. Close all the dialogs.
. Update group policy depending on your operating system.



@I can also configure the Internet options for each client individually.

i ™ E
Internet Options ' lf'] 2 J

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

http://alfrescoserver.local

Wehsites:

J [ conee

Testing SSO

1. Open Internet Explorer or Google Chrome.
2. In the Address bar, type <server address>/share (in this case, it is http://alfrescoserver.local:8080/share) and press Enter.

You should be logged on to Cameo Collaborator without asking credentials.

Configuring Mozilla Firefox (optional)
If you use Mozilla Firefox for accessing Cameo Collaborator, you must configure it appropriately.

. Open Mozilla Firefox.

. In the Address bar, type about:config and press Enter.

. After the config page loads, in the search box type network.automatic.

. In the search results list, double-click network.automatic-ntim-auth.trusted-uris and type the Cameo Collaborator server address in the open
dialog (see the following figure).

HONPRP

mtiple sites can be separated by commas, for example http://alfrescoserver.local, https://www.example.com.

. Click OK to apply changes.
. Re-open the Internet browser to see the effect of the configuration.
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Related pages

® Administrator Guide


https://docs.nomagic.com/display/CC190SP4/Administrator+Guide
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