Authentication

When using cURL, user credentials (user name/password or a token) can be provided in a command-line argument. A new session is created during
authentication. It is very important to note that a TWCloud session remains open after a REST API returns. This implies that a TWCloud session is not
closed automatically. If the user’s credentials are still in use (without sending a valid cookie), the license count will be used up, and new sessions cannot
be created. The user needs to wait until the session is timed out. The default timeout is 15 minutes.

The correct way to use REST APl is to log in only once, reuse the session for all subsequent calls, and log out once finished.

The following example is a Bash script used for creating a comma-separated list of email addresses for all users in TWC, to facilitate notification sending.

#!'/ bi n/ bash

# Script to export a unique list of ennil address for all users in TWO oud into a singe CSV list (enmil_list.
csv)

# Author: Benjam n Krajnmal ni k

#

#

SERVER=127.0.0.1
RESTBASEURL=ht t ps: // $SERVER: 8111/ osnt
USERURL=%{ RESTBASEURL}/ admi n/ users
LOG NURL=${ RESTBASEURL}/ | ogi n
LOGOUTURL=${ RESTBASEURL} / | ogout

user name=Adni ni strat or

passwor d=Adni ni strat or

rm-f emmil*.*

curl -k -s -c cookie.txt --insecure -u $usernane: $password $LOG NURL
curl -k -s --cookie cookie.txt --insecure -X GET "$USERURL" -H "accept: application/json" > users.json
sed 's/\"\,\"/\n/g" users.json > users.txt
sed -i "s/\[\"//g" wusers.txt
sed -i "s/\"\]//g" users.txt
whi |l e read usernane; do
curl -k -s --cookie cookie.txt --insecure -X GET "$USERURL/ $usernane” -H "accept: application/json" >>
emai | . txt

done < users.txt

curl -s --cookie cookie.txt $LOGOUTURL

grep -E -0 "\b[a-zA-Z0-9.-]+@a-zA-Z0-9.-]1+\.[a-zA-Z0-9.-]1+\b" email.txt > email.lst
sed -i '"s/\n/;/g" emil.lst

sort emmil.lst | uniq > email _unique.| st
tr "\n" '," < email_unique.lst > email _|ist.csv
truncate -s-1 email _list.csv

The first execution of cURL logs in to the server. The server returns a session ID in a cookie. The cookie is saved into the cookie.txt file. The remaining
cURL calls send the cookie back to the server to reuse the open session.

The example below shows how to use PowerShell to create internal users from a CSV file.



# Script to inport users fromCSV file into Teamwork C oud
# Author: Benjam n Kraj mal ni k
# Format: non-quoted CSV, no headers
# userlLogin, userPassword, ful | User Nane, depart ment Nane, emai | Addr ess
#
# Usage:
# Power Shel | . exe - ExecutionPolicy Bypass -File InportUsersFronCSV. psl
-
Add- Type @
usi ng System Net;
usi ng System Security. Cryptography. X509Certificates;
public class TrustAllCertificatesPolicy :
{
public bool CheckValidationResult
(
Servi cePoi nt srvPoint, X509Certificate certificate
WebRequest request, int certificateProblem
)
{
return true;
}
}
"@

[ Syst em Net . Servi cePoi nt Manager] : :
[ System Net . Ser vi cePoi nt Manager] : :
[ Syst em Net . Ser vi cePoi nt Manager]: :
[ Syst em Net . Servi cePoi nt Manager] : :

ICertificatePolicy

CheckCertificateRevocationLi st = $fal se;

ServerCertificatevalidationCallback += { $true; };
CertificatePolicy = New Object TrustAllCertificatesPolicy

SecurityProtocol = [System Net. SecurityProtocol Type]:: Tlsl2
$Server = Read-Host -Pronpt 'Input the Teamwrk C oud Server
$Adm n = Read- Host -Pronpt 'Input the Teammork C oud Adnministrator User'

$Passwd = Read- Host -Pronpt 'Input the Teammork C oud Server Administrator
$Userfil e = Read-Host -Pronpt 'Input the full

$RESTBASEURL = "https://"+$Server+":8111/ osnc/"

$ADDUSERURL = $RESTBASEURL + "admi
$LOG NURL = $RESTBASEURL + "l ogi

n/ users"
o

$LOGOUTURL = $RESTBASEURL + "Il ogout"

$pai r="$( $Adni n) : $( $Passwd) "

$bytes = [ System Text. Encodi ng]:: ASCl | . Get Byt es( $pair)
$base64 = [ System Convert]:: ToBase64Stri ng($bytes)

$basi cAut hval ue = "Basi ¢ $base64"

$headers = @ Authorization = $basi cAut hval ue }

$Rest Error = $nul |
Try {
$response = | nvoke- WbRequest - Uri
} Catch {
$RestError = $_

foreach($line in [SystemIQFile]:
{

$l ogi n, $passwor d, $user nane, $depart nent, $emai |

$ISON=@
{

}
"@

$response = I nvoke- WbRequest -Uri " $ADDUSERURL"
- WebSessi on $Sessi on

Cont ent Type "application/json"
}

Nanme or

Passwor d'
path name of the file containing the users'

"$LOG NURL" - Method Post - Headers $headers - SessionVariable ' Session'

: ReadLi nes($Userfile))

"user Nane": "$l ogi n",

"password": "$password",

"otherAttributes": {

"mobi | e":
"$user name",
"$depart nent ",

"nane" :

"departnent":

"email ":
}

"enabl ed": true

= $line.split(",").trim)

- Met hod Post

$response = I nvoke- WebRequest -Uri "$LOGOUTURL" —Method Get -WebSession $Session

- Body $JSON -
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